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 IP packe ts  a re  the  bas ic  component  in  the  In terne t  communica t ions .  A log ica l  
communica t ion  l ink  be tween  two  nodes  i s  ca l led  a  f low which  i s  a  se r i es  o f  packet s .  
Network  adminis t ra tors  have  used  packe t  ana lys i s  fo r  t roubleshoo t ing  and  inves t iga t ing  
the  l ink  s t a tus .  In  recent  years ,  ne twork  a t t acking  has  increased .  Packe t  ana lyses  a re  
becoming  more  common in  in t rus ion  de tec t ion  sys tems.  However,  the  ex is t ing  methods    
a re  on ly  ab le  to  look  for  the  known s igna tures  and  pa t t e rns  in  the  packe t s .  They  lack  the  
ab i l i ty  to  de tec t  the  anomal ies .  Th is  thes i s  p roposes  a  new method  fo r  ne twork  
moni tor ing  tha t  i s  based  on  f low ana lys i s .  
This  paper  ana lyses  ne twork  t ra ff ic  no t  on  the  packe t -by-packe t  bas i s ,  bu t  by  us ing  
group  of  packe ts  ca l led  a  f low.  A f low cons is t s  o f  a  g roup  o f  packe ts  tha t  have  iden t ica l  
por t s  and  IP addresses  and  a r r ive  c lose  together  in  t ime .  I t  i s  mean ingfu l  to  use  TCP 
f low to  ca tegor ize  IP packet s  because  hav ing  the  same source  and  des t ina t ion  IP address  
and  por t  number  pa i r s  un ique ly  iden t i f ies  each  TCP f low.  We need  a  too l  for  observ ing  a  
TCP f low in  work ing  ne tworks  and  dea l  wi th  los t  and  dup l ica ted  packe t s .  S ince  the  rea l  
t ra ff i c  does  no t  fo l low the  wel l  known s tandard  o f  the  TCP pro tocol ,  th i s  thes i s  de f ines  
and  c lass i f ies  f lows  by  ex tending  the  pro tocol  machine .  We have  improved  the  or ig ina l  
TCP pro tocol  machine  to  be  used  p rac t i ca l ly  in  work ing  ne tworks .  I t  shou ld  be  no ted  
here  tha t  the  t ime  parameter  i s  c r i t i ca l  in  separa t ing  f lows .  Spec ia l  ca re  i s  necessa ry  
when  the  method  i s  app l ied  to  Mobi le  IP ne tworks .  This  i s  due  to  the  add i t iona l  de lay  
t ime  tha t  needed  fo r  b ind ing  upda te  in  Mobi le  IP.  I t  should  a l so  dea l  wi th  the  dua l  IP 
addresses  which  a re  used  by  a  hos t  whi le  moving .  This  paper  inves t iga tes  the  t ime 
i s sues  in  Mobi le  IP and  p roposes  and  implements  a  new techn ique  tha t  r educes  the  
b inding  update  t ime,  which  i s  usefu l  to  so lve  the  problem.  
Chapte r  2  expla ins  the  t r anspor t  con t ro l  p ro toco l  (TCP) .  I t  desc r ibes  impor tan t  
mechani sms used  by  TCP for  f low con t ro l  and  conges t ion  avo idance .  TCP i s  the  
dominant  pro toco l  in  the  In terne t .  Mos t  of  the  In te rne t  t r a ff i c  a re  car r i ed  by  the  TCP.  I t  
i s  o r ig ina l ly  def ined  in  RFC 793 ,  and  enhanced  in  subsequen t  RFCs such  as  RFC896,  
RFC 2581  and  RFC 2757 .  The  opera t ion  of  TCP i s  modeled  as  a  f in i te  s ta te  machine .   
Severa l  s t a tes  and  event s  a re  expla ined  in  de ta i l .  Conges t ion  cont ro l  i s  one  o f  the  
impor tan t  i s sues  in  the  In terne t .  Whi le  TCP i s  enhanced  wi th  conges t ion  avo idance  
mechanism and  fa i r  queu ing  i s  implemented  in  route r s ,  the re  ex is t s  t ra ff ic  tha t  does  no t  
use  end- to -end  conges t ion  con t ro l  and  causes  conges t ion  in  the  ne twork .  Those  t ra ff ics  
a re  car r ied  by  mul t icas t ,  o r  un icas t  t ra ff ic  such  as  s t reaming mul t imedia  tha t  does  not  
need  re l i ab i l i ty.  Ano ther  impor tan t  i s sue  which  i s  addressed  in  th i s  chapte r  i s  in t rus ion  
a t t acks .  Even  i f  TCP i s  a  robus t  p ro toco l ,  i t  i s  s t i l l  p rone  to  a t tacks  f rom outs ide .  There  
have  been  two  k inds  of  in t rus ion  de tec t ion  sys tems :  one  i s  based  on  the  misuse  de tec t ion  
and  the  o ther  i s  based  on  anomal ies  de tec t ion .  The  misuse  de tec t ion  checks  the  packet s  
aga ins t  known pat t e rn  or  s igna tures .  The  anomaly  based  approach  de tec t s  the  a t t acks  by  
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 observ ing  the  anomaly  behav iors  tha t  devia te  f rom the  normal  ac t iv i t i es  of  the  sys tem or  
the  users .  The  p roblem wi th  the  ex i s t ing  in t rus ion  de tec t ion  sys tems  i s  tha t  they  e i ther  
genera te  lo t s  o f  fa l se  pos i t ive  a larms ,  o r  fa l se  negat ives  (miss  to  de tec t  the  a t t acks) .  
One of  the  reasons  fo r  fa l se  pos i t ive  a la rms  i s  s impl i f i ed  pa t t e rn  check ing .  I t  i s  
pe r fo rmed  by  an  IDS ( In t rus ion  Detec t ion  Sys tem)  which  observes  some spec i f ic  
s igna tu res  such  as  “DEBUG” or  “WIZARD” tha t  a re  found  in  the  body  of  a  ma i l .  In  
add i t ion  to  the  fac t ,  a t t ackers  may  use  a  new t r ick  qu ick ly  so  tha t  they  can  bypass  the  
de tec t ion  sys tem.  
Chapter  3  proposes  and  implements  a  new TCP pro tocol  machine .  I t  rea l izes  a  
mul t ipurpose  too l  tha t  can  be  used  in  working  ne tworks  for  f low ana lys i s ,  conges t ion  
moni tor ing  and  in t rus ion  de tec t ion .  I t  i s  deve loped  based  on  the  f in i te  s ta te  machine  
(au tomaton) .  I t  i s  wel l  known tha t  RFC 793 def ines  a  s ta te  d iagram for  TCP.  However,  
the  model  doesn’t  conform to  the  rea l  TCP behavior.  I t  a l so  does  not  match  to  a  
mathemat ica l  model  of  an  au tomaton  or  a  sequent ia l  machine .  Some of  the  func t ions  of  
TCP such  as  ABORT are  missed  in  the  or ig ina l  model .  The  major  drawback  i s  tha t  mos t  
of  the  a rcs  inc lude  two events  s imul taneous ly.  An au tomaton  can  handle  one  event  a t  a  
t ime.  I t  a l so  func t ions  sequent ia l ly.  For  example ,  i t  f i r s t  rece ive  a  SYN,  and  then  i t  
responds  wi th  SYN-ACK.  We modi f ied  and  extended  the  or ig ina l  model  to  conform to  
the  TCP behavior  and  a l so  match  wi th  the  f in i te  s ta te  machine .  The  new machine  accepts  
one  event  a t  a  t ime and  moves  to  the  next  s ta te .  In  our  ex tended  machine ,  rcv-SYN and 
snd-SYN-ACK would  be  two independents  t rans i t ions .  The  new pro tocol  machine  i s  a  
non-de terminis t ic  au tomaton  tha t  rep laces  inv is ib le  events ,  such  as  pass ive  OPEN,  and  
ABORT by  empty  symbol  (ε ) .  We use  tcpdump to  capture  the  rea l  packe ts  a t  the  ne twork  
ga teway  segment .  The  captured  packets  a re  grouped  by  the  pro tocol  machine  in to  two 
ca tegor ies  ca l led  Val id  f lows  and  Inva l id  f lows  def ined  as  fo l low:  
1-  Val id  f low i s  a  f low tha t  s t a r t  wi th  a  SYN f lag  and  ends  wi th  a  FIN or  a  RST f l ag .  
Val id  f lows  are  fur ther  grouped  in to  accepted  and  not -accepted  f lows .  
Accepted  f low i s  a  sequence  o f  packe ts  tha t  can  be  mapped  to  the  se t  o f  input  symbols  Σ  
o f  the  au tomaton  and  accepted  by  the  pro tocol  machine .  
Not -accepted  f low i s  a  sequence  o f  packe t s  tha t  can  be  mapped  to  the  se t  o f  input  
symbols  Σ  o f  the  au tomaton ,  however  they  a re  not  accepted  by  the  machine .  
2 -  Inva l id  f low i s  a  f low tha t  s t a r t s  wi th  a  SYN f lag  and  i t  does  not  ends  wi th  a  FIN or  a  
RST f l ag .  Thi s  occurs  when packet s  a re  d ropped  o r  los t  due  to  a  conges t ion  in  a  l ink ,  o r  
due  to  abnormal  packet s  sen t  by  the  in t ruders .  An inva l id  f low i s  a  sequence  o f  packet s  
tha t  canno t  be  mapped  to  the  se t  o f  input  symbols  of  the  au tomaton .   They  a re  no t  
accep ted  by  the  p ro toco l  machine .  The  in t rus ion  de tec t ion  sys tem ( IDS)  i s  a  new process  
a t t ached  to  the  pro toco l  mach ine .  Thi s  p rogram reads  the  Inval id  F lows  and  checks  them 
agains t  the  known pa t t e rns  such  hos t  scan ,  por t  scan ,  DNS a t t ack ,  SYN a t t ack ,  and  
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 Denia l  of  Serv ice  (DOS)  a t t ack  e tc .  The  thes i s  shows tha t  the  ra t io  o f  the  inva l id  f lows  
to  the  to ta l  f lows  can  be  used  as  an  index  of  the  l ink  conges t ion .  
Chapter  4  descr ibes  the  Mobi le  IP technology  and  the  ex is t ing  problems .  Mobi le  IP i s  
a  p romis ing  techno logy  and  a  h igh ly  feas ib le  mechanism tha t  a l lows  a  mobi le  node  to  
move  among ne tworks  and  a t  the  same t ime  keeps  i t s  connect ions  and  be  reachable  to  
the  res t  o f  the  In te rne t .  IP mobi l i ty  a l lows packet s  to  be  sen t  to  the  home address  which  
i s  fo rwarded  to  the  mobi le  node .  I t  a l so  h ides  any  address  changes  f rom the  t r anspor t  
and  app l ica t ion  layers .  In  Mobi le  IP,  each  mobi le  hos t  i s  iden t i f i ed  wi th  a  s ta t i c  home 
address  regard less  o f  the  cur ren t  po in t  in  the  In te rne t .  The  home address  i s  s to red  by  the  
home agen t  a t  the  home l ink .  When a  mobi le  node  i s  loca ted  a t  a  fo re ign  l ink ,  i t  i s  
addressab le  by  a  ca re  of  address  (CoA) ,  in  add i t ion  to  the  home address .  The  ca re  o f  
address  p rovides  in format ion  about  the  cur ren t  loca t ion  o f  the  mobi le  hos t ,  and  should  
be  reg i s te red  wi th  the  home agent  when i t  i s  changed.  The  mapping  or  assoc ia t ion  of  the  
care  o f  address  and  the  home address  i s  ca l led  a  b ind ing .  We ex tend  the  pro toco l  
machine  wi th  a  p re -processor  to  dea l  wi th  the  IP tunne l ing  and  to  reso lve  the  dual  IP 
address  as  wel l .  
Chapter  5  proposes  and  implements  a  new b ind ing  upda te  method  in  Mobi le  IPv6 .  In  
the  cur ren t  mobi le  IP s t andard ,  the  home agen t s  of  a  mobi le  hos t  a re  loca ted  in  a  
cen t ra l i zed  loca t ion ,  ca l l ed  the  home l ink .  I f  a  mobi le  node  moves  to  a  fore ign  l ink  fa r  
f rom the  home l ink ,  i t  would  cause  de lay  in  the  b ind ing  upda te  (BU) .  Binding  Update  i s  
va l id  fo r  the  l i fe t ime  and  should  be  re f reshed  before  the  l i fe t ime  expi res .  Th i s  a l so  
genera tes  ex t ra  unwanted  t ra ff ic  in  the  In te rne t .  This  paper  proposes  and  implements  a  
new technique  by  increas ing  the  number  of  home agen ts  and  d i s t r ibu tes  them across  the  
In te rne t .  Thi s  method he lps  a  mobi le  hos t  to  f ind  the  c loses t  home agent  fo r  f as t  
reg is t ra t ion  and  b ind ing  upda te .  I t  shor tens  the  b ind ing  upda te  t ime  and  a l so  reduces  the  
t ra ff ic  in  the  In te rne t .  
Chapte r  6  concludes  th i s  thes i s .  Th i s  thes i s  p roposes  to  ana lyze  ne twork  t ra ff ic s  no t  
on  the  packe t -by-packe t  bas i s ,  bu t  by  us ing  group  of  packe ts  ca l led  a  f low.  I t  u ses  and  
ex tends  a  TCP pro tocol  machine  which  i s  a  mul t ipurpose  too l .  The  new pro toco l  machine  
can  be  app l i ed  to  work ing  ne tworks  for  p rac t i ca l  f low analys i s ,  in t rus ion  de tec t ion  and  
conges t ion  moni tor ing .  Th is  thes i s  a l so  shows how to  dea l  wi th  Mobi le  IP by  the  
pro toco l  machine  by  t rans la t ing  IP addresses .  In  o rder  to  reduce  the  b ind ing  upda te  t ime  
in  Mobi le  IP,  th i s  thes i s  p roposes  a  new b inding  upda te  method  in  mobi le  IPv6 .  I t  he lps  
the  mobi le  hos t s  for  fas t  reg i s t ra t ion  and  b ind ing  upda te  and  a l so  reduces  t ra ff ic  in  the  
In te rne t .  This  thes i s  p roposes  an  ex tens ion  of  the  o r ig ina l  p ro tocol  machine  which  can  
be  used  for  a  var ie ty  of  working  ne tworks .  
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